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List of Abbreviations

ABAC : Attribute-Based Access Control
AI :
CASB : Cloud Access Security Broker
CDO :
CKAN :
DGO :
DLP : Data Loss Prevention
DPP : Data Protection and Privacy
DSA :
DUA :
GoR :
IAM :
ID :
LMS :
MFA : Multi-Factor Authentication,
MoU :
NGOs :
NISR :
PII :
RBAC :
SIEM :
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The National Data Classification and Access Guidelines were developed following the approval 
of the National Data Sharing Policy and the National Data Governance Framework. These 
guidelines establish a coherent, government-wide approach to classifying, protecting, and 
granting access to public-sector data. They ensure that all data is managed in accordance 
with national standards that safeguard confidentiality, maintain integrity, and promote secure 
and responsible use.

The National Institute of Statistics of Rwanda (NISR) coordinated the development of these 
guidelines in close collaboration with the Rwanda Information Society Authority (RISA), the 
Ministry of ICT and Innovation (MINICT), and technical partners,  including Cenfri. Their contri-
butions were essential to ensuring alignment with Rwanda’s Digital Transformation Agenda 
and the national vision for a secure, interoperable, and trusted data ecosystem.
NISR extends its appreciation to sector institutions, members of the National Statistical 
System (NSS), and all stakeholders whose insights and feedback strengthened the relevance 
and practicality of these guidelines.

The publication of the National Data Classification and Access Guidelines reaffirms Rwanda’s 
commitment to strengthening data governance, enhancing data protection, and enabling 
responsible access to data as a strategic national asset that supports innovation, accountabil-
ity, and sustainable development.

Acknowledgment
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Introduction

1

, 

 

 

The objectives are: 

-

da, including ministries, departments, agencies, local governments, and state-owned enterprises. 

2  The National Data Sharing Policy provides NISR responsibility for providing oversight, technical guidance, and institution-

al support for data governance activities across the Government of Rwanda (GoR) entities, in line with national guidelines, standards, 

and applicable legal frameworks. 

3  In this context, “data steward” NISR is legally mandated as a custodian of government data. While it is not the owner of 

all institutional datasets, it holds the responsibility to establish and enforce standards, safeguard data integrity and quality, promote 

interoperability, and oversee the responsible management and use of data across public institutions to support evidence-informed 

policymaking and national development.

1
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National data security and privacy protection

Compliance with legal and regulatory requirements

Digital transformation and AI readiness

Data sharing within and across institutions

Foundation for secure, ethical, and informed decision-making, enabling the government to 

manage data as a valuable national asset.

 1.2  Scope and Coverage

5
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Public, Internal,  and 

Level Description Examples Access Control & Han-
dling

Public Data intended for unrestricted 

no risk to individuals, institutions, 
microdata

public release 

Open administrative datasets 

be freely shared and 

Internal Data is meant for internal 

cause minimal operational or 

Can include multiple 
sub-levels: 

administrative statistics

tables or internal 
analysis 

used for policy 
formulation

validated

Internal department-level 
administrative statistics

 Preliminary census summa-
ries or internal socio-eco-
nomic indicators

Accessible only to institu-

Basic IT protections, such 

role-based access, or en-

2

6
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Level Description Examples Access Control & Han-
dling

access could cause harm to 
individuals, institutions, or 

Statistical microdata with 

Internal research datasets 

administrative variables

 Administrative data linked 
across departments for 
analysis

Encryption is 

Health statistics at the 
individual or household level

Administrative datasets 

Sensitive economic or policy-
related datasets before 

Strict access control with 

Encryption at rest and in 

Multi-factor authentication 
and secure access 

Compliance with data 
protection laws and 

the :

Maintains transparency, 

Enhances public trust, and

Principle 1: Understand the Nature of the Data

Key considerations include:

7
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Ownership and Custodianship:

Source:

Potential Risks:

Implementation Guidelines

1. 4:

2. Data Catalog5:

3. Purpose and Usage Assessment:

4. Metadata Documentation:

Implementation Guidelines

1. 6: Clearly identify which datasets can be shared publicly and which 

2. 

4  Data Inventory is a record of all datasets in an organization, listing their source, format, ownership, and 
sensitivity.
5  Data Catalogue is a centralized inventory describing datasets, their sources, owners, quality, and usage.

8
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3. Regular Review of Access Restrictions: Periodically reassess and update access restrictions to 

4. 

Implementation Guidelines

1. 

2. Conservative Approach for Mixed Datasets:

3. 

4. Periodic Reassessment:

5. 

 

Implementation Guidelines

1. Assign Data Roles:

2. Separate Duties:

3. 

9
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Principle 5: Limit Access through Need-to-Know and Least Privilege 

Implementation Guidelines:

 

Implementation Guidelines:

levels

hen 

 

Implementation Guidelines:
Maintain 

 

10



NATIONAL DATA  CLASSIFICATION AND ACCESS GUIDELINE © NISR
11

Implementation Guidelines:

Criteria Public Internal Restricted 
Impact of 
Disclosure

Minor inconvenience 
or reputational harm 
to individuals or 

security, public safety, or 

Legal 
Requirements

Access controlled 
by institutional 
discretion or internal 

protection and statistical 
Protected under statutory 
provisions related to 

information, or critical 

Stakeholder 
Impact

Enhance 
transparency impact outside the 

Catastrophic to individuals, 

National Critical national security 

Concerns
Directly identify 

sensitive business 

personal, operational, 
or protected identity 

11
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Data Access Control

External Institutional Users Independent External Users 

Public Full access

Internal
 pseudonymised and formally approved

Strict role-based 
access
Clearance Strictly prohibited

3.2 Conditions for External Data Access

A. External Government/Public Institutions:

3

12



NATIONAL DATA  CLASSIFICATION AND ACCESS GUIDELINE © NISR
13

A 

3.3. Risks and Challenges

implications:

• 

• 

• 

• 

 the misuse 

3.4. Implementation of Data Access and the Responsible Role

13
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Roles and responsibilities in data 

The table below presents a summary of the key roles and their responsibilities as recommended in the 

Role under data team

institution

and access framework

Coordinates between Data Owners, Custodians, and Stewards

Tracks compliance and reports to the CDO

4

Role

institution

statistical need

4

/
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Role under data team

statistical need

Monitors compliance with access rules

Admin

Accesses and uses data only for approved purposes

Role Key Responsibilities
Data Steward(s)/ Data 
Governance  (DGO)

• 
and access framework

• Ensures integration with risk, compliance, and IT security 
programs

• Coordinates between Data Owners, Custodians, and Stewards
• 
• Tracks compliance and reports to the CDO 

• 
• 
•  Monitors compliance with access rules
• 
•  Requests access through approved channels when required

Data Custodian(s) / IT 
Admin

• Implements/enforces technical access controls (role-based 
permissions, encryption, logging)

• Ensures secure storage, backup, and transmission aligned 

• 
• Audits access logs and monitors for breaches
• Reports unauthorized access or misuse immediately

Data User(s) • Accesses and uses data only for approved purposes
• 
• Reports on incidents or suspected misuse
• Protect data according to training and institutional policies

15
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Compliance and Monitoring in data 

 5.2. Monitoring Mechanisms for Compliance

5
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5.3 Best Practices

 

Access Control 

Monitoring 

5.4.  Documentation and Evidence for Audits

A metadata

17
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Data Linkage and Integration

6.1. Governance Principles

6.2 Execution of Linkage and Integration

6.3. Register of Linkage Projects

6.4. Ownership and Stewardship

Ownership

6
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Annexes

1. Authorized Individuals

2. CDO

3. 
impact to the institution if compromise occurs

4. Public Data

5. Internal Data

6. 

7. Restricted Data: 

8. Personal Data and Sensitive Data

9.  Any data that may directly or indirectly identify a natural 

10. Data Owner

11. Data Custodian

12. 

13. Data Breach

14. Access Control

15. Access Monitoring:

7

20
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16. Access Request

17. Audit Trail

18. Authentication

19. Authorization

20. Compliance

21. 

22. Data Breach:

23. 

24. 

25. 

26. 

27. 

28. 

29. 

30. 

31. 

32. Administrative data:
33. Statistical data:

21
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34. Operational data:
35. Financial and procurement data:

36. 

22
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